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cyber awareness

training program

Businesses across all industries are increasingly targeted by cyber attacks. For many businesses, the front-line of
defence - their staff - are not equipped to stand against these attacks. Proper education and awareness training
equips your staff with the tools they need to protect your business from cyber threats.

WHAT IS OUR CYBER AWARENESS TRAINING PROGRAM?

cyberSuite’'s Cyber Awareness Training Program provides your organisation’s staff with regular, tracked, and
effective training. The program increases the effectiveness of one of the most powerful cyber security tools —
well-trained staff.

Through our partner, CyberHoot, bite-sized training modules are delivered directly to your
staff's email every month. Each module takes just 5-7 minutes to complete, making it easy
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to fit into busy work schedules while enhancing cybersecurity awareness. Every quarter, ﬁl
employees receive specialised training focused on recognising phishing emails, with @\,
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interactive assessments to identify suspicious elements one by one. Managers also receive
regular compliance reports, providing insights into their team’s training progress.

WHY CONDUCT A CYBER AWARENESS TRAINING PROGRAM?

Reduced Risk

The knowledge and skills obtained from this training program will significantly reduce your
organisation’s cyber security risks. A well-trained staff greatly reduces the risk of all common cyber
attacks, including costly and reputationally damaging data breaches.

Increased Staff Confidence

Our Cyber Awareness Training Program will give your staff confidence to manage risks and protect
organisational assets while carrying out their regular organisational duties. This confidence can
result in increased productivity and promotes a positive organisational security culture.

Easy & Cost-Effective Integration

The onboarding process is as simple as providing the names and email addresses of your staff.
The content is automatically delivered straight their email, with no login to remember or set up.
There is no costly setup process involving your IT staff or service providers; just great training
delivered at a great price.
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OUTCOMES

=0 Regular Online Training
= Trainings are presented through short engaging videos and quizzes directly emailed to staff each
- month. This automatic, frequent training program results in increased retention and attentiveness

around security.

Detailed Reporting

You will receive automated status reports to your email to track your staff's training and
compliance progress, in addition to Dark Web Monitoring reports, outlining employee account
exposures.

Positive Phishing Training

Our method for training your staff to recognise phishing is evidence-backed, positive in nature, and
unigue from other offerings on the market. Instead of sending fake emails to your staff, the system
invites active participation on the training platform. Staff are asked to assess each element of an
email one-by-one to determine if it's safe or unsafe, ultimately increasing their ability to recognise
and assess the safety of emails in the real world. Find out more about our Positive Phishing through
this video from our partner.

© 1300829 237

Contact the cyberSuite team for more information, pricing* X info@cybersuite.com.au

and bookings. @ cybersuitecom.au
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EXAMPLE OF THE TRAINING STRUCTURE

Staff receive an email inviting them
to the training module:

The training module begins with a short video:
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Staff are then presented with a short quiz:

Once they pass the quiz, that training module is
complete. If needed, staff can retake the quiz:
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Congratulations!
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Contact the cyberSuite team for more information, pricing* ®© 1300 829 237

and bookings. < info@cybersuite.com.au

*Preferential pricing available for Emergence Insurance Policyholders. @ cybersuite.com.au
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Businesses across all industries are increasingly targeted by cyber attacks. For many businesses, the front-line of
defence - their staff are not equipped to stand against these attacks. Proper education and awareness training
equips your staff with the tools they need to protect your business from cyber threats.

WHAT IS OUR CYBER AWARENESS TRAINING PROGRAM?

cyberSuite’'s Cyber Awareness Training Program provides your organisation’s staff with regular, tracked, and
effective training, in collaboration with our partner, CyberHoot. The program increases the effectiveness of one
of the most powerful cyber security tools — a well-trained staff.

Our easy to consume training modules are delivered monthly to your staff's email. Each
training takes 5-7 minutes per month, allowing them to effortlessly fit into work schedules
while providing education and awareness. Every quarter, staff also receive specialised
training modules on how to identify suspicious element of phishing emails, with the
opportunities to assess suspicious elements one-by-one. And managers regularly receive
compliance reports to understand their team'’s training progress.

WHY CONDUCT A CYBER AWARENESS TRAINING PROGRAM?

Reduced Risk

The knowledge and skills obtained from this training program will significantly reduce your
organisation’s cyber security risks. A well-trained staff greatly reduces the risk of all common cyber
attacks, including costly and reputationally damaging data breaches.

Increased Staff Confidence

Our Cyber Awareness Training Program will give your staff confidence to manage risks and protect
organisational assets while carrying out their regular organisational duties. This confidence can also
result in increased productivity and promotes a positive organisational security culture.

Easy & Cost-Effective Integration

The onboarding process is as simple as providing the names and email addresses of your staff. The
content is automatically delivered straight to the email inbox of your staff; there’s no login to remember
or set up. There is no costly setup process involving your IT staff or service providers; just great training
delivered at a great price.

OUTCOMES

=g Regular Online Training
P= Trainings are presented through short engaging videos and quizzes directly emailed to staff each
et month. This automatic, frequent training program results in increased retention and attentiveness

around security.

Detailed Reporting
You will receive automated status reports to your email inbox to track your staff's training and
compliance progress, as well as Dark Web Monitoring reports outlining employee account exposures.
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_____Q  Positive Phishing Training

= Our method for training your staff to recognise phishing is evidence-backed, positive in nature, and

----- unique from other offerings on the market. Instead of sending fake emails to your staff, the system
invites active participation on the training platform. Staff are asked to assess each element of an
email one-by-one to determine if it's safe or unsafe, ultimately increasing their ability to recognise
and assess the safety of emails in the real world. Find out more about our Positive Phishing through
this video from our partner.

EXAMPLE OF THE TRAINING STRUCTURE

Staff receive an email inviting them 2 The training module begins with
to the training module: a short video:
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After passing the quiz, the training module is

Staff are then presented with a short quiz:
3 P q complete. If needed, staff can retake the quiz:
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Congratulations!

®© 1300 829 237
< info@cybersuite.com.au

Contact the cyberSuite team for more information and pricing. @ cybersuitecom.au
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OUR MISSION CyberSU'Ite

who

we are

cyberSuite is your trusted ally in navigating the intricate landscape of cybersecurity. Our team of cyber advisory
specialists is dedicated to empowering individuals and businesses of all sizes. We enable you to safeguard your
digital assets, offering tailored solutions to fortify your defences against evolving threats. With cyberSuite, embark
on a journey of resilience, innovation, and unwavering protection in the digital age. Your cybersecurity success story

begins here.

OUR TEAM

Cris White | Head of Advisory

Cris leads cyberSuite's cyber advisory team, combining his military background and risk management
expertise to help organizations build resilience and navigate uncertainty. His hands-on approach spans
all service areas, including conducting tabletop exercises and offering vCISO consultations.

Tai Tran | Senior Cyber Security Analyst

Tai has in-depth expertise in technology and change leadership. As an 1ISO27001 Lead Auditor and a
holder of CISSP and CISM, Tai is passionate about assisting organisations to improve and solidify their
governance and compliance practices.

Chris Lea | Cyber Security Analyst

Chris is our excited and cheerful security analyst who leads several service areas, including our Cyber
Security Assessments and eDiscovery Service. He is an Associate of ISC2 and loves finding ways to
improve processes and systems.

Chali Tillakaratne | Security Operations Analyst

Chali leads our Security Operations and Cyber Threat Intelligence capabilities. With a background in IT
system administration, he is well versed in Microsoft platforms, as well as specialised security tooling such
as Black Kite and Sentinel One.

Allana Boyd-Boland | Solicitor

Allana is a Solicitor focused on privacy and cyber law. Her expertise assists organisations by providing
clarity around Privacy legislation, practical privacy policies, and providing advice for data breach
eDiscovery.

OUR SERVICES

ADVISORY TRAINING INCIDENT

- - RESPONSE

« Security Assessment « Tabletop Exercises —

« vCISO Trusted Advisor « Cyber Awareness - Post Breach Remediation
+ Supply Chain Risk Training « eDiscovery

+ Cyber Threat Intelligence * Privacy Training - Digital Forensics
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